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a.;;g 1976 


MEMORANDUM FOR: 


Act ini* CIA Member 

National Foreign Intelligence Board 


FROM 

SUBJECT 


Robert W. Gambino 
Director of Security 

Release of Sensitive Conpartmented 
Information to Contractors/Consultants 


REFERENCE 


Nemo dated 19 June 1976 from Director, 
DIA to Chairman, NFIB, same subject 
(TCS-^389212-76) 


1. The referenced Defense Intelligence Agency (DIA) 
proposal to provide Sensitive Compartment ed Information 
(SCI) to contractor personnel engaged on the World-Wide 
Military Command and Control System (WWMCCS) does not 
appear to be totally incompatible with either the DC I 
Policy on Release of Foreign Intelligence to Contractors 
(incorporated into DC ID 1/7) or Annex F of the DCI 
Communications Intelligence Security Regulations (CISR) . 

It does pose a problem, however , with regard to the QECON 

■and NOCONTRACTOR controls imposed under DC ID 1/7. These 

controls are utilised in some cases to protect th e sources 

and methods employed in clandestine source 25X1A 

collection and may require individual^cas^^^^^se 

judgments regarding their releasability to contractors. 


In order to support the WV/MCCE 


and costly 


ievolopment 

c e * 


b, a nign priority 
fort of the Department of Defens* 


(Do!), relief should be possible by making specific 
bilateral agreements between Intelligence Community agencies 
and the Do 0 to release SI and TK material to contractors, 
subject to the constraints 
CISR and those rofitHmd * 


requi reu 
sources and methods . 3u 
foil o win c criteria: 


iinposod by DC ID 1/7 and the 
or the protection of clandestine 
agreements should include the 


Specific written agreement on the 


individual contract or project, 
development . 
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b. The disclosure authority s&ust be 
subject to stipulated tis»« limitations. It 
stay not be open-ended. 

c. Contractor employ ees/consultaxits must 
be approved for each specific SCI compartment 
to which they will have access. 

d. Contractor/consultant personnel must 

be identified by name, and changes or additions 
must bo reported to all parties to the agree- 
ments. The number of contractor personnel 
must be severely limited. 

e. The SCI material may be viewed or 
utilized only within appropriately accredited 
U. S. government facilities and may not be 
removed from such premises by contractor 
personnel . 

f. Contractor/consultants may not reproduce 
SCI material. 


g. Contractor/consultants and their 
contractor employers must agree in writing that 
any information obtained under the designated 
contract nay not be revealed to other contractor 
employees . 

h. Records must be kept identifying 
contractor personnel who have had access to 
intelligence materials . 
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